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Without the prior written consent of ARMATURA LLC, no portion of this manual can be
copied or forwarded in any way or form. All parts of this manual belong to ARMATURA LLC
and its subsidiaries (hereinafter the "Company" or "Armatura").

Trademark

ARMATURA is a registered trademark of ARMATURA LLC. Other trademarks involved in
this manual are owned by their respective owners.

Disclaimer

This manual contains information on the operation and maintenance of the Armatura
equipment. The copyright in all the documents, drawings, etc. in relation to the Armatura
supplied equipment vests in and is the property of Armatura. The contents hereof should
not be used or shared by the receiver with any third party without express written permission of
Armatura.

The contents of this manual must be read as a whole before starting the operation and
maintenance of the supplied equipment. If any of the content(s) of the manual seems
unclear or incomplete, please contact Armatura before starting the operation and maintenance of
the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the
operating and maintenance personnel are fully familiar with the design and that the said
personnel have received thorough training in operating and maintaining the machine/unit/
equipment. It is further essential for the safe operation of the machine/unit/ equipment that
personnel has read, understood and followed the safety instructions contained in the
manual.

In case of any conflict between terms and conditions of this manual and the contract
specifications, drawings, instruction sheets or any other contract-related documents, the
contract conditions/documents shall prevail. The contract specific conditions/documents
shall apply in priority.

Armatura offers no warranty, guarantee or representation regarding the completeness of
any information contained in this manual or any of the amendments made thereto. Armatura
does not extend the warranty of any kind, including, without limitation, any warranty of design,
merchantability or fitness for a particular purpose.

Armatura does not assume responsibility for any errors or omissions in the information or
documents which are referenced by or linked to this manual. The entire risk as to the results
and performance obtained from using the information is assumed by the user.

Armatura in no event shall be liable to the user or any third party for any incidental,
consequential, indirect, special, or exemplary damages, including, without limitation, loss of
business, loss of profits, business interruption, loss of business information or any pecuniary loss,
arising out of, in connection with, or relating to the use of the information contained in or
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referenced by this manual, even if Armatura has been advised of the possibility of such
damages.

This manual and the information contained therein may include technical, other inaccuracies or
typographical errors. Armatura periodically changes the information herein which will be
incorporated into new additions/amendments to the manual. Armatura reserves the right to
add, delete, amend or modify the information contained in the manual from time to time in
the form of circulars, letters, notes, etc. for better operation and safety of the machine/unit/
equipment. The said additions or amendments are meant for improvement /better operations of
the machine/unit/equipment and such amendments shall not give any right to claim any
compensation or damages under any circumstances.

Armatura shall in no way be responsible (i) in case the machine/unit/equipment malfunctions due
to any non-compliance of the instructions contained in this manual (ii) in case of operation
of the machine/unit/equipment beyond the rate limits (iii) in case of operation of the machine and
equipment in conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. The latest operation
procedures and relevant documents are available on http://www.armatura.us.

If there is any issue related to the product, please contact us.

Armatura LLC. Co., Ltd.
Address: 190 Bluegrass Valley Parkway Alpharetta, GA 30005 USA
Phone: +1-650-4556863

For business related queries, please write to us at: sales@armatura.us.
To know more about our global branches, visit www.armatura.us.

About the Manual

This manual introduces the operations of Armatura Horizon Controller IP-Based Biometric
Door Unit.

All figures displayed are for illustration purposes only. Figures in this manual may not be
exactly consistent with the actual products.

Features and parameters with % are not available in all devices.
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1. Safety Instructions

1.1 Important Security Instructions

10.

Read and follow the instructions carefully before operation. Please keep the instructions
for future reference.

Accessories: Please use the accessories recommended by the manufacturer or delivered
with the product. Other accessories are not recommended, including major alarming systems
and monitoring systems. The primary alarming and monitoring system should comply
with the local applicable fire-prevention and security standards.

Installation cautions: Do not place this equipment on an unstable table, tripod mount, support,
or base, lest the equipment falls and get damaged or any other undesirable outcome resulting
in severe personal injuries. Therefore, it is essential to install the equipment as instructed
by the manufacturer.

All peripheral devices must be grounded.

No external connection wires can be exposed. All the connections and idle wire ends must be
wrapped with insulating tapes to prevent any damage to the equipment by accidental
contact of the exposed wires.

Repair: Do not attempt to have an unauthorized repair of the equipment. Disassembly or
detachment is risky and likely to cause shock. All repairs should be done by a qualified
technician.

If any of the following cases arise, disconnect the power supply from the equipment first
and intimate the technician immediately.

= The power cord or connector appears to be damaged.

= Any liquid or material spilled into the equipment.

= The equipment is wet or exposed to inclement weather conditions (rain, snow, eftc.).

. If the equipment cannot function properly, even when operated as instructed, please
make sure to adjust only the control components specified in the operating instructions.
Making incorrect adjustments to other control components may cause damage to the
equipment or result in permanent operational failure.

. The equipment falls, or its performance changes dramatically.

Replacing components: If it is necessary to replace a component, only an authorized
technician can replace the accessories specified by the manufacturer.

Security inspection: After the equipment is repaired, the technician must conduct a security
inspection to ensure the proper working condition of the equipment.

Power supply: Operate the equipment only with the type of power supply indicated
on the label. If there is any uncertainty about the type of power supply, please contact the
technician.
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\

s
( i ) Violation of any of the following cautions is likely to result in personal injury or equipment
failure. We will not be responsible for the damages or injuries caused thereby.

» Before installation, switch off the external circuit (that supplies power to the system),
including locks.

m Before connecting the equipment to the power supply, ensure the output voltage is
within the specified range.

= Never connect the power before completion of installation.

- J

1.2 Installation Instructions

1. The conduits of wires under the relay must match with the metal conduits; for other wires,
PVC conduits can be used to prevent failure caused by rodent damage. The control panel
is designed with proper antistatic, lightning-proof, and leakage-proof functions. Ensure
that its chassis and the AC ground wire are correctly connected and that the AC ground
wire is physically grounded.

2. It is recommended not to plug/unplug connection terminals frequently when the system is
powered on. Be sure to unplug the connection terminals before starting any relevant wiring job.

3. Do not detach or replace any control panel chip without permission, and an unauthorized
operation may cause damage to the control panel.

4. It is recommended not to connect any other auxiliary devices without permission. All non-
routine operations must be communicated to our engineers in advance.

5. A control panel should not share the same power outlet with any other high-current device.

6. It is recommended to install card readers and buttons at the height of 55.12 inches to
59.06 inches (1.4m to 1.5m) above the ground or subject to customers’ usual practice for
proper adjustment.

7. It is recommended to install control panels in easily accessible locations to facilitate
maintenance, such as in a well-ventilated electrical room.

8. For safety reasons, it is strongly recommended that the exposed part of any connection
terminal should not exceed 0.16 inches (4mm) in length. Consider using specialized
clamping tools to prevent short-circuits or communication failures caused by accidental
contact with excessively exposed wires.

9. To ensure access control event records are saved, regularly export the data from control
panels.

10. Prepare appropriate countermeasures for unexpected power failures based on application

scenarios, such as selecting a power supply with an uninterruptible power supply (UPS)
system.
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1.

12,

13.

14,

15.

16.

If an RS-485 reader is externally connected and shares the power supply with the device
(Note: The control panel does not support fingerprint verification of RS-485 reader), it is
recommended to keep the connection between the RS-485 reader port and the reader no
longer than 328 ft (100m). Alternatively, it is advised to use a separate power supply for
the reader.

To safeguard the access control system from any self-induced electromotive force
generated by an electronic lock during switching off/on, it is essential to connect a diode
in parallel (FR107, supplied with the system) with the electronic lock. This diode will
dissipate the self-induced electromotive force during onsite connection, ensuring the
proper application of the access control system.

It is advisable to use separate power supplies for the electronic lock and the control panel.

It is recommended to use the power supply provided with the system as the control panel
power supply.

In locations with significant magnetic interference, it is advisable to use galvanized steel
pipes or shielded cables, and ensure proper grounding is implemented.

Wiring methods used shall be in accordance with the National Electrical Code, ANSI/
NFPA 70.
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2. Overview

2.1 Packing List

Please ensure that your box contains all the items listed. If any pieces are missing, kindly contact your
distributor for assistance. It is advisable to retain the original box and packing materials in case
you need to ship your equipment in the future.

AHSC-1000

= ARMATURA Horizon Controller (AHSC-1000) (1pc)

= 35mm DIN rail adapter: T=0.03" 9.39"x1.34"x0.25" (T=0.7mm 238.5x35x6.3mm) (1pc)
=  WIFI external antenna (3pcs)

= Screwdriver (1pc)

= Fast Recovery Diode(FR107) (4pcs)

= Grub screw/Countersunk 7#1-5/8inch (KA3.6x40mm) self — tapping screws (2pcs) and Anchors
(2pcs)

— for mounting directly to a wall

= Grub screw/Countersunk TM3x6mm screw (1pc)

AHDU-1160/1260/1460

» ARMATURA Horizon Controller (AHDU-1160/1260/1460) (1pc)

= 35mm DIN rail adapter: T=0.03" 9.39"x1.34"x0.25" (T=0.7mm 238.5x35x6.3mm) (1pc)
=  WIFI external antenna (3pcs)

= Screwdriver (1pc)

= Fast Recovery Diode(FR107) (4pcs)

= Grub screw/Countersunk 7#1-5/8inch (KA3.6x40mm) self — tapping screws (2pcs) and Anchors
(2pcs)

— for mounting directly to a wall

= Grub screw/Countersunk TM3x6mm screw (1pc)

AHEB-0808/AHEB-1602/AHEB-1616

» ARMATURA expansion board (AHEB-0808/AHEB-1602/AHEB-1616) (1pc)
=  Screwdriver (1pc)

= Fast Recovery Diode(FR107) (8pcs)

=  Mounting screws (4pcs)

= Hexagonal copper column (4pcs)
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2.2 Introduction

The ARMATURA Horizon Controller Series is an access control system developed by
ARMATURA LLC. It is designed for the enterprise-level market. Particularly for large projects
with a large number of access points, and stringent security requirements. The entire product
series offers comprehensive improvements in hardware, architecture, and system security
encryption.

2.3 Features

» Ultimate Authentication Performance
= PoE and 3rd Party Integration

» Threat Levels and Port Failover

»  Advanced Access Control Functions

= Supervised Inputs and NC/NO Configurable Ports

Key Features

Ultimate authentication performance

= Supports up to 400,000 (1:1) RFID card/mobile credentials and 100,000 (1:N) fingerprints
authentications in a single controller.

PoE

= Supports Power-over-Ethernet (PoE) 802.3at/ 9-24VDC from power sourcing equipment (PSE)
according to PoE 802.3at/af standards.

Threat Levels

= Unlimited threat levels, which are used to instantly adjust users access right during lockdown
and lockout.

3rd Party Integration

= Supports various reader protocols, including ARMATURA Explorer series readers, along
with 3rd party Wiegand and OSDP readers. ARMATURA One provides a RESTful API for
seamless integration with 3rd Party software.

Advanced Access Control Functions

= The controller supports advanced access control functions such as multi-frequency RFID
card support, multi-biometric authentication support, mobile credential support, anti-
passback, multi-level authentication and cross panel linkage (global linkage).
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Port Failover

= The AHDU controller series has dual ethernet ports. If the primary communication port fails,
it will then switch to the secondary port automatically (the controller supports separate
network configurations for both ports). 100Base-TX Ethernet data transfer is included on
the AHDU controller. 100Base-TX communication between the AHDU security core allows
users to take full advantage of high-speed network technology.

= The AHDU controller series has 3 RS-485 ports on the board, which support port failover
function dedicated on ports 2 & 3. If one of the RS-485 connections experiences problems,
the other port will activate automatically to avoid disconnection.

Supervised Inputs

= The AHDU controller series is equipped with 4 state-monitoring inputs, which gradually
avoids short circuit attacks. The AHDU controller can detect abnormal changes as low as
5% Ohms in the circuits and filter out all possible attacks.

= REX inputs and dedicated fire alarm inputs are independently managed by isolated
microchips to ensure these inputs can work normally under various extreme and
catastrophic situations, even if the motherboard isn't functioning properly

NC / NO Configurable Ports

= Al on-board output ports can be configured to change their NO/NC status through the ARMATURA
One security platform, which greatly enhances the flexibility.

Scalable

= At the maximum capacity, up to 384 inputs are supported between boards through OSDP
V2.2 connection (when using AHEB-0216 IO expansion board). The AHDU can also act as
an edge device under the AHSC-1000 security core, which supports cascading to manage
up to 128 doors under single AHSC-1000 controller.

Innovative MQTT based communication protocol

« MQTT is a lightweight messaging protocol designed for loT devices and its characteristics
make it a perfect solution for intelligent security systems. This enables the controller to
communicate with more edge devices (Door Unit, reader, sensor, etc.) under the same network
environment.

Advanced Communication
= The serverless design enables the controller to operate independently.
= Peer-to-peer cross-controller linkage through the AHSC-1000 security core allows

communication between controllers and can be active while the ARMATURA One server is
unavailable. All the preset linkages/global linkage can operate normally.

= With the onboard webserver design, the controller can be configured and programmed

through the Armatura Connect mobile app and web browser through TCP/IP connection.
The simple diagnostics can also be done by the built-in monitor and keypad on the controller.
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Advanced Security Protocols

= Connection between Software and Device: MQTT+One Way SSL (Two Way SSL optional),
AES 256.

= Connection between Primary and Secondary Controller: MQTT+Two Way SSL, AES256.

s RS-485: OSDP Secure Channel v2.2, AES128.

= Controller Webserver: HTTPS with TLS 1.2.

= Crypto Chip Storage: EAL5+ chip (anti-tampering, anti-electronic attack, anti-copying) for
securing important data on the controller and reader. Ensures private data desensitization
and encrypted storage.

= The controller webserver has successfully undergone penetration testing and vulnerability
assessment conducted by reputable brand products. All identified medium and high-risk
vulnerabilities have been mitigated and resolved.

= Supports IP/MAC address filtering functions, and VLAN isolation to enhance cybersecurity
standards.

Level
» Destructive attack level: |
= Line security level: Il
» Endurance level: IV

= Standby power level: |

2.4 General Information

_ AHDU-1160 AHDU-1260 AHDU-1460

PoE 802.3at/af / 9 - 24 VDC + 20%, 550 mA maximum (reader current not
Primary Power
included)
PoE Standard: IEEE 802.3at
PoE PoE Input Voltage: DC50-57 V
PoE Input Current: 10-600 mA

Primary Host Ethernet: 100Base-TX 256bit AES* symmetric encryption for Controller to
Communication Server and Inter-Controller communications

Secondary Host Bluetooth 4.2+HS, BLE(Only versions produced after June 2024 are
Communication supported)

Wi-Fi IEEE 802.11ac 5GHz , or 2.4GHz/5GHz IEEE 802.11n 256bit AES*
symmetric encryption for Controller to Server and Inter-Controller
communications

Third Host
Communication

Page|7 Copyright © 2024 ARMATURA LLC. All rights reserved.
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Ethernet network
connection

RS-485 connection

Number of Ports

Inputs

Outputs

Normally Open
Contact Rating

Normally Closed
Contact Rating

On-Board Monitor

On-Board
WebServer

RFID Card Capacity

Maximum RFID
Card Number Length

Mobile Credentical
Capacity

Fingerprint Capacity

Transaction Buffer
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Port 1: Ethernet: 100Base-TX
Port 2: Ethernet: 100Base-TX
(Configurable for Port Failover)

Port 1: RS-485 standard / OSDP V2.2

Port 2: RS-485 standard / OSDP V2.2

Port 3: RS-485 standard / OSDP V2.2
(Configurable for Port Failover dedicated on port 2 & 3)

2*TCP/IP 2*TCP/IP 2*TCP/IP
3*RS-485 3*RS-485 3*RS-485
2*wiegand 4*wiegand 4*wiegand

4 state supervision, resistor values (5% tolerance),
Normally open contact: use 1.2k, 2.2k. 4.7k or 10k/
Normally closed contact: use 1.2k, 2.2k. 4.7k or 10k/
Dedicated Panel Tamper IO Input®
Dedicated Mircochip Control Fire Alarm 10 Input & REX Input for
catastrophic situation

1 relay, 2 relay, 4 relay,
1* Form-C with dry 2* Form-C with dry 4* Form-C with dry
contacts contacts contacts

5A @ 30Vdc resistive

5A @ 30Vdc resistive

Size: 2.4", Resolution: 320240, TFT Monitor
Quickly view status of board, connected doors and for configuration
information display

Webserver for System Configuration and Management
Dashboard for Controller Status Monitoring,

Device Connection Status Monitoring & Configuration, Performance Status,
server Primary Controller Setting, Network Status Monitoring & Setting,
IP Access Filter, SSL / TLS Certificates Setting,

Access Log Export, Controller Reset, Debug Status Monitoring,
Operation Log Monitoring, User Management,

Date & Time Setting, Daylight Saving Time Setting,

NTP server Setting, General Status, Controller Information

400,000 (1:N) / 800,000 (1:1)

Supports up to 512bits card number length

400,000 (1:N) (Bluetooth)
400,000 (1:N) (NFC)
400,000 (1:N) (Dynamic QR Code)
100,000 (1:N)

300,000 Events

Copyright © 2024 ARMATURA LLC. All rights reserved.
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Access Level 100,000 Levels
On-Board Access 1 Access point on 2 Access point on 4 Access point on
Point Control board board board

3 (OSDP over 3 (OSDP over 3 (OSDP over
On-Board Reader RS-485) RS-485) RS-485)
Support or 2 (wiegand) with or 4 (wiegand) with or 4 (wiegand) with

on-board 10 on-board 10 on-board 10

Ma-X|mum Access 1 5 4
Points
Maximum Readers 2 4 8
Maximum Inputs 388 (using Armatura AHEB-0216)
Maximum Outputs 388 (using Armatura AHEB-0216)
Maximum IO Board 24pcs (3*High Speed RS-485 communication)

2.5 Power Specification

2.5.1 Product Main Specifications

Maximum Output Power 68.5W

Input Voltage Range 100Vac to 240Vac
Output Voltage 12Vdc to 14Vdc
Maximum Output Current 0.5A, 4.5A

2.5.2 Environmental Conditions

Operating Temperature -20°C to 50°C
Storage Temperature -40°C to 80°C
Relative Humidity 10% to 95%, non-condensing
Heat Dissipation Method Natural Cooling
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2.5.3 Electrical Characteristics

Specifications

Input Characteristics

Rated Input Voltage 100Vac to 240Vac
Input Voltage Range 90Vac to 264Vac Normal Operation
Input Voltage Frequency 47Hz to 63Hz
Maximum Input Current 1.5A 90Vac
<30A 110Vac, Full capacity, 25°C

Input Inrush Current
<60A 220Vac, Full capacity, 25°C

Output Characteristics

Output Rated Voltage 13.7Vdc

No-Load Output Voltage Range 13.6Vdc to 13.8Vdc Battery full voltage
Maximum Output Current 5A

Output Power OW to 68.5W Max?i;"ﬁfﬁi%:garge
Output Efficiency =85% Rated F:/;zzgfoiiovac /

Protecting Characteristics

Not recoverable after

Output Overvoltage 20.55V .
overvoltage protection.
Automatic recovery is

Current Limiting Protection 6A to 9A possible with other circuits

carrying full load at the same
time.

Can be short-circuited for a
long time without damage,
short-circuit removal can be
automatically restored.

Output Short Circuit Protection

Page |10 Copyright © 2024 ARMATURA LLC. All rights reserved.
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Battery Management

Constant Current Charge
Output

Battery Charging Alert

Ac Indicator

Reverse Battery Protection

Battery Pre-Undervoltage Alarm

Battery Overdischarge
Protection

Battery Output Short Circuit
Protection
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0.5A £ 0.2A

Normal charging output, green
light flashes. Green light is
always on when the battery is
fully charged.

No output from the battery
terminal when no battery is
connected. When the battery
voltage is greater than 6V +
0.3V, battery charging is
turned on.

When the battery is
charging, the charging
indicator is always on when
the battery voltage reaches
13.5V £ 0.2V.

||z

Battery Wiring: ‘

= =Tl )
PE

r@

®

o

T~T~T~ATA~OAC, O
OA0ROROR0A0A0R0A (@)
- 53903055505055%0 I

N

100-240Vac
50/60Hz

P OR0FO0ROROFORORC,
393030/0/OROFOA

=

09026303620333%
= 080802030303050%
2 080803080303080!

o)
O~OAO0~0~0O
6P5P6°aC0

+ JOR0R0,
ORCECE0

Battery(optional)

The green light is on when the
AC input is normal and off
when the battery is discharged.

Reverse battery connection
does not damage any
components, light up red
LEDS3.

BAT_FAIL outputs low when
the battery voltage is less than
10.8V £ 0.2V.

The output is turned off when
the battery voltage is less than
10.2V £ 0.2V.

Can be short-circuited for a
long time without damage,
short-circuit removal can be
automatically restored.

@ | einsojouz @

Power Supply
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2.6 Appearance

2.6.1 AHSC-1000 Primary Controller

¢

___1‘____ i .
4'8” oo 7= =]
= 12:00 Saas
(122.0mm) ] — September 3 2021 Fw E _Ew ‘“:m ARMATURA
1 = ] o B | e
\
.Y _ o)
N ‘ |
=g
|
- 102" a
‘ (260.0mm) |

Figure 2-1 AHSC-1000 Primary Controller Appearance

I N T

Reset Button Keypad
2 DIP Switch 9 Status LED Indicator
3 Terminal Block 10 Ethernet 1-POE
4 Heat Dissipation Hole 11 Ethernet 2
5 Wi-Fi Antenna Port 12 USB Port*
6 Bluetooth Antenna Port 13 Micro SD Slot
7 24" TFT LCD

* Note:Hardware reservation function is currently not supported.
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2.6.2 AHDU-1X60 Secondary Controller

i _ |

i = 12:00 =

(1220mm) :| i Soptomber 3 2021 =

e =

‘ -
.Y _ b 1

(62. 5mm)

| et |
‘ (260.0mm) |

Figure 2-2 AHDU-1X60 Secondary Controller Appearance

I N TS

Reset Button Keypad
2 DIP Switch 9 Status LED Indicator
3 Terminal Block 10 Ethernet 1-POE
4 Heat Dissipation Hole 11 Ethernet 2
5 Wi-Fi Antenna Port 12 USB Port
6 Bluetooth Antenna Port 13 Micro SD Slot
7 24" TFT LCD
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Remarks:
=  Reset Button: To restart the device, press and hold the reset button for 1 to 5 seconds. To
restore the factory settings, press and hold the reset button for more than 5 seconds.

=  DIP Switch: When connecting an RS-485 reader for long-distance communication, it
is necessary to enable End of Line (EOL) and configure the EOL resistance of RS-485
using DIP switches.

2.6.3 AHEB-0808 Expansion Board

ﬁﬁﬁﬁﬁﬁ

PWR OUT

S|
D
D:
D!
D/
FL
-
c
) E:
S-485 IN
GND BFL | TMPR GND | 485A 4858 GND | 4854 4858 GND | 12V GND

5485 OUT

<<<<<<<<

GO b o o i o
Cel 28
N 1 : B ke
J o T
C fopoa 12345678
) AHEB_0808V1.1-220810
1] o - In]
: = ; i
= &

4.567"
(116.0mm) ,
g
<
H
<
o z
3
g
Iz
H
E
14 1312 1l
o
z3
Ol 58 5 au] 5 0 H
993839 | [ Auxins | AUXING AUXINZ | AUXING AUX OUTS AUX OUT6 AUX OUT7 AUX OUTB 2
Ne N | e N | e N | e N NO cOM NG | No coM NG | NO com NG | NO com NG
y O | ©)
(S J L J U J
7.598"
g - -
™ (193.0mm) T

Figure 2-3 AHEB-0808 Appearance

I S N TS

Status LED Indicator Tampering Alarm
2 Auxiliary Input (1-4) 10 Power MON
3 Aucxiliary Output (1-4) 11 Power Input
4 Reset Button 12 Auxiliary Output (5-8)
5 DIP Switch 13 Auxiliary Input (5-8)
6 Power Output 14 Ethernet Port
7 RS-485 Out 15 Buzzer
8 RS-485 In
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2.6.4 AHEB-1602 Expansion Board
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Figure 2-4 AHEB-1602 Appearance

I S N TS

Status LED Indicator Tampering Alarm
Auxiliary Input (1-8) 9 Power MON
Auxiliary Output 1 10 Power Input

DIP Switch 1 Auxiliary Output 2
Power Output 12 Auxiliary Input (9-16)
RS-485 Out 13 Ethernet Port

N o g A~ 0N

RS-485 In 14 Buzzer
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2.6.5 AHEB-1616 Expansion Board
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Remarks:

Status LED
Power ELE

Aucxiliary Input / Output (1-8)

Reset Butto
DIP Switch
Power Outp
RS-485 Out
RS-485 In

Figure 2-5 AHEB-1616 Appearance

T T S

Tampering Alarm
Power MON

Indicator
10
11
n 12
13
ut 14
15

Power Input
Auxiliary Input / Output (9-16)

Auxiliary Input / Output Toggle Switches*

Key Detection Switches

Buzzer

*Users can switch ports to input or output ports by

toggling the auxiliary input/output toggle switch.
When the switch is flipped to IN for input port, NO
corresponds to IN+ and NC corresponds to IN-.
When the switch is toggled to OUT, it is the outpul
port.
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IN OUT
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O00e

IN OUT
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.
O00e

Auxiliary Input

Auxiliary Output
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2.6.6 ENC1 Enclosure (optional)

OO0OO00O0OO0O

o Wire Holes
Heat Dissipation Hole (Just for power cable)
== LED 4 4 =
— Indicator { —
— o ——
— ) —
— — 11.811"
— ARMATURA G Lock = |(300.0mm)
i
3.543"
O OO0 OO | wwomm
v
13.78
s T (850.0mm) T g
| Mounting Holes
a m ® = HL Tamper Switch
Controller . : o
Mounting Location ; L ’
Expansion Board o
Mounting Location . i
~ Battery Power Supply
Mounting Location s Mounting Location
(optional) X @,

Figure 2-6 ENC1 Enclosure Appearance

Remarks:

= Input Voltage: 100 - 240 VAC

» LED Indicator: There is 3 LED indicator present in the enclosure, they are POWER
(Red), RUN (Green) & COMM. (Yellow).When the device is powered on, normally the
POWER indicator (Red) is lit constantly and the RUN indicator(Green) flashes slowly
(indicating the system is functioning normally). COMM. indicator (Yellow) flashes when
the system is communicating with other devices (e.g., PC). When the indicator is flashing
rapidly it indicates data transmission. When the indicator is flashing slowly, it indicates
real-time monitoring status.

=  Wire Holes (Just for power cable): Other low voltage cables should not be routed through
it. And the power cables need to be separated from other cables.
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3. Installation and Connection

Ensure that the device is installed following the provided installation instructions. Failure to do
so may result in voiding of the devices warranty.

3.1 Installation Procedure

Users have the flexibility to select from various installation methods based on their specific
requirements.
Remarks:

1. The AHDU Series (1160/1260/1460) share the same casing, installation, and wiring
methods. This document will refer to the AHDU-1460 model as a reference for wiring
and connections.

2. The images in this manual are for reference purposes only. The actual product may
vary depending on the model.

3.1.1 Installing the ENC1 enclosure (optional) on the wall

Users can refer to the following installation steps to install the ENC1 enclosure (optional) on the wall.

1. Attach the mounting template sticker to the wall, and drill three holes according to the mounting
paper. The recommended mounting height is approximately 114 inches (2.9 meters) above the
ground, which can be adjusted according to actual needs. Take care to leave at least 3.937
inches (100 mm) on the left side of the enclosure.

2. Position the anchors in the designated mounting holes.

3. Next, secure the enclosure using the provided self-tapping screws, as demonstrated in the
illustration below.

Percussion Drill

]
s

Anchor
@ [omEm
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7 N

N A
N - i

Hei S PR

ght §
114"(2.9m) N
(adjustable) §
z 5 Finished

Figure 3-1 Installation the ENC1 enclosure on the wall

Notes:

= The enclosure is equipped with tamper monitoring. Please ensure that the enclosure
remains closed while the equipment is in normal operation.

= To ensure the security of the equipment, make sure the enclosure is locked during
normal operation of the device. The key is kept by the manager.

3.1.2 Installation with screws

Mount the controller or expansion board securely to the enclosure or a flat surface using screws, as
illustrated in the figure below.

Mount the controller on a flat surface using screws

Vs #
i ol g = ——
©
12:00 T2 o
K4 @
! = IS e L
Front view | Side view
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Mount the expansion board to the enclosure using screws

1. Mount the hexagonal copper pillar securely to the enclosure first.

2. And then secure the expansion board to the hexagonal copper pillar with screws as, illustrated in
the figure below.

Figure 3-2 Schematic diagram of screw installation

Remarks:
= Screw specification: Cross recessed pan head screws M3.5*23mm

= Applicable Models: AHSC-1000, AHDU-1160/1260/1460, AHEB-0808, AHEB-1602,
AHEB-1616

3.1.3 Installation with original 35mm DIN rail

1. Mount the original DIN rail directly onto the enclosure or a flat surface, as illustrated in the figure
below.

L -

Figure 3-3 Mount the DIN rail
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2. Engage the hooks on the top of the controller with the DIN rail and firmly press the controller
onto the rail until it locks into place, as depicted in Figure 3-4 below.

Bottom view
1. Catch the upper hooks ©
onto the DIN Rail. \
| —> ©
3. Make sure the controller
/ is locked into place. ©)
2. Press in on the controller.

Figure 3-4 Mount the controller to the DIN rail adapter

Remarks:
= DIN rail specification: T=0.03" 9.39"*1.34™0.25" (T=0.7mm 238.5mm*35mm*6.3mm)
= Applicable Models: AHSC-1000, AHDU-1160/1260/1460

3.1.4 Installation with extended 35mm DIN rail adapter

If required, users have the option to purchase a third-party rail adapter to mount the controller, and
then securely snap it onto the original 35mm DIN rail, as demonstrated in the figure below.

1. Refer to the steps of section 3.1.3 to install the original DIN rail to the enclosure or flat
surface.

2. Mount the two extended 35mm DIN rail adapters in the locations, as shown in Figure 3-5
below.

3. Snap the mounted units into the original 35mm DIN rail, as shown in Figure 3-6 below.
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o 9 o\ (b ° o e ° oy

) | ' i :

o o (1} : O} :

ol _lUo o o o o

D=1 N ; e #
Extended 35mm

DIN rail adapter Bottom view

Figure 3-5 Mount the extended 35mm DIN rail adapters to the controller

—>
3. Make sure the Units

is locked into place.

ya\

2. Press in on the Units. \‘

I

Figure 3-6 Mount the Units to the original 35mm DIN rail

Remarks:
= Recommended the extended 35mm DIN rail adapter specifications:

UTAB89 Phoenix Contact, Part Number: 2853970. Link URL:
https://www.phoenixcontact.com/zh-cn/products/din-rail-adapter-uta-89-2853970.

= Users have the option to purchase third-party rail adapters as required. Please note
that the pictures in the manual are for reference purposes only.

= Screw specification: Cross recessed pan head screws M3*7mm

= Applicable Models: AHSC-1000, AHDU-1160/1260/1460
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3.1.5 Installing the Power Supply

1. Secure the power supply to the power supply mounting plate with screws from the bottom.

Back Front
(@} (@] (@] o (@]

0

O -~-0-~0-~0U-~0-~0O-~-0~0T7
— . V) )
0ReCCHLARHRAR
0206202cLLHRA2N
=20905060606269000
Oic et ke se e
& OR0PCL0R0R0E050
< 0L0LOEERAEA20C0Y
< 02020202068080204
& 5050505050505059
P 0505CHCA0A005CH
® 0PCLELERA202090
* 0R0RELACAPEOACAC
0CaCaCECHPHCACn

0
Nt C Rl

= &’

Figure 3-7 Mount the power supply to the mounting plate

2. Then mount the hexagonal copper pillar securely to the enclosure.

3. Finally, screw the mounting plate to the hexagonal brass post with screws, as illustrated in
the figure below.

oo E W .= = .

Figure 3-8 Mount the power supply mounting plate to the enclosure
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3.1.6 Installing the Backup Battery (optional)

1. Place the backup battery in the appropriate location in the enclosure as shown in the figure.

2. Place the fixing bracket in the manner shown below and secure it with screws.

Backup Battery

Enclosure

Fixing Bracket

®
®
e

Figure 3-9 Mount the backup battery (optional) to the enclosure
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3.2 Access Control System Installation

TCPIP  TCPIP —] —
Printer
TCP/'P ARMATURA One H
Ei= —otthothooo | ° —J card Issuer

Manage Hosts

OJ Primary Controller

| I RS-485

RS-485
2F NF
--------------- e e
i 1R i
2# :ﬁ E N# H
7 Controller°(! 11 controller' [l

-|lj (
Exit Button Card
Reader
Communication via RS-485
i —
TCP/IP E 4 Primary Controller
=l nnunamme)
TCP/IP [ H— ) TCP/IP
1F NF
_________________ [ L
N i 4
ﬂ. 1# .JE §4 ’ N# .H
11 controller’}] 14 controller !

Card/Biometric Exit Button Card/Biometric Exit Button Card/Biometric Exit Button
Reader Reader Reader

______________________________________________________________________________________

Communication via TCP/IP

Figure 3-10 Schematic Diagram of Access Control System Installation
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Remarks:

1.

The access control management system comprises two main components: the
Management Workstation (PC) and the Controller. These two parts communicate with
each other via TCP/IP.

The communication wires should be kept as far away as possible from high voltage
wires, and they should not be routed in parallel with or bundled together with power
wires.

The management workstation is a network-connected PC. Access control management
personnel can perform various management functions remotely by running the access
control management software installed on the PC. These functions include adding/ deleting
a user, viewing event records, opening/closing doors, and monitoring the real-time status of
each door.

When the controller communicates via TCP/IP, card/biometric readheads can be connected.
When the controller communicates with primary controller via RS-485, only pure card
readers can be connected.

3.3 Controller System Installation

R P

Aux. Input Aux. Output
(
(
2]
AHDU-1X60
TCP/IP
i AHEE-0808 Exit Button Exit Button
il | RS-485 Wiegand
RS-485
RS-485 RS-485
Aux. Output :
2 g
Q! & & Q-
— N w w
Aux. Input RS-485 < Wiegand RS-485 = RS-48
Reader Reader Reader Reader

Figure 3-11 Schematic Diagram of AHDU-1X60 System Installation
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3.4 Access Control System Power Supply Structure

Figure 3-12 PoE System

Remarks:

1. The Armatura Horizon Controller can be powered through either a +12V DC power adapter
or PoE, depending on availability.

2. Ifusing a +12V DC power adapter, it is recommended to power each controller separately
to minimize power interference between controllers.

3. If using PoE, the TCP/IP network interface of the access controller can function as both a PoE
interface and a PC communication interface. The PoE switch must comply with IEEE 802.3at
standards.

4. To prevent controller power failures that may lead to the entire system's inability to function,
it is essential for the access control management system to have at least one UPS
(Uninterruptible Power Supply). Additionally, access control locks are powered externally to
ensure that the access control management system can operate normally during power
outages.

Page |27 Copyright © 2024 ARMATURA LLC. All rights reserved.
































































































































































































































































































































































































	1. Safety Instructions
	1.1Important Security Instructions
	1.2Installation Instructions

	2. Overview
	2.1Packing List
	2.2Introduction
	2.3Features
	2.4General Information
	2.5Power Specification
	2.5.1Product Main Specifications
	2.5.2Environmental Conditions
	2.5.3Electrical Characteristics

	2.6Appearance
	2.6.1AHSC-1000 Primary Controller
	2.6.2AHDU-1X60 Secondary Controller
	2.6.3AHEB-0808 Expansion Board
	2.6.4AHEB-1602 Expansion Board
	2.6.5AHEB-1616 Expansion Board
	2.6.6ENC1 Enclosure (optional)


	3. Installation and Connection
	3.1Installation Procedure
	3.1.1Installing the ENC1 enclosure (optional) on the wa
	3.1.2Installation with screws
	3.1.3Installation with original 35mm DIN rail
	3.1.4Installation with extended 35mm DIN rail adapter
	3.1.5Installing the Power Supply
	3.1.6Installing the Backup Battery (optional)

	3.2Access Control System Installation
	3.3Controller System Installation
	3.4Access Control System Power Supply Structure

	4. Terminal and Wiring Description
	4.1Controller Connection Terminals
	4.2Terminal Description
	4.2.1AHSC-1000
	4.2.2AHDU-1160
	4.2.3AHDU-1260
	4.2.4AHDU-1460
	4.2.5AHEB-0808
	4.2.6AHEB-1602
	4.2.7AHEB-1616

	4.3Wiring Description
	4.3.1ENC1 Enclosure Internal Wiring Diagram
	4.3.2Power Wiring
	4.3.3Network Wiring
	4.3.4Auxiliary Output Wiring
	4.3.5Auxiliary Input Wiring
	4.3.6Door Sensor, Exit Button Wiring
	4.3.7Wiegand Reader Wiring
	4.3.8Lock Relay Wiring
	4.3.9Fire Alarm Monitoring Wiring
	4.3.10RS-485 Reader Wiring
	4.3.11I/O Board Wiring
	4.3.11.1Connect AHEB-0808 / AHEB-1602 / AHEB1616 via RS-48
	4.3.11.2Connecting the Aperio AH30 hub to AHSC-1000 via RS

	4.3.12Line Monitoring


	5. Equipment Communication
	5.1Access Control Network Wires and Wiring
	5.2TCP/IP Communication
	5.3Configuring Network Settings on the Controller Web
	5.3.1TCP/IP Settings
	5.3.2Wireless Network Settings
	5.3.3Setting up the Server/Secondary Controller 


	6. Connect to the ARMATURA One Software
	6.1Export the Key File
	6.2Server Connection Configuration
	6.3Add Device on the Software
	6.4Configuring the Reader
	6.5Add Personnel on the Software

	7. Connect to the Webserver
	7.1Opening the Webserver on the Browser
	7.2Login to the Webserver
	7.3Network Settings
	7.3.1Connection Settings
	7.3.2Ethernet Settings
	7.3.3Wireless Network Settings
	7.3.4Link Aggregation Settings
	7.3.5Access Filte Settings
	7.3.6Certificate Settings
	7.3.7Parameters Settings

	7.4Maintenance
	7.4.1Export
	7.4.2Reset
	7.4.3Firmware Upgrade
	7.4.4Parameters
	7.4.5Logs

	7.5System Settings
	7.5.1Users
	7.5.2Application Scenario
	7.5.3Date and Time
	7.5.4About


	8. System Management Mode Connection
	8.1Master-Slave Mode
	8.1.1Connect AHDU-1X60 to AHSC-1000 via TCP/IP
	8.1.1.1Adding the Primary Controller
	8.1.1.2Set the Secondary Controller Communication Port
	8.1.1.3Add the Secondary Controller

	8.1.2Connect AHDU-1X60 to AHSC-1000 via RS-485
	8.1.2.1Step 1 Add Primary Controller
	8.1.2.2Step 2 Set Secondary Controller Communication Port
	8.1.2.3Step 3 Add Secondary Controller


	8.2Master Mode
	8.2.1Adding a Primary Controller


	9. Elevator Control System
	9.1System Overview
	9.2Elevator Control Wiring
	9.2.1AHEB-0808 / AHEB-1602 Connect with Elevator Panel
	9.2.2AHEB-1616 Connect with Elevator Panel
	9.2.3Multiple I/O Boards Wiring
	9.2.4Fire Alarm Interface Wiring
	9.2.5Emergency Interface Wiring
	9.2.6Manual Interface Wiring
	9.2.7Alarm Output Interface Wiring

	9.3Configuring Parameters on the Webserver
	9.3.1Switching Controller to Elevator Control
	9.3.2Modifying Controller Network Parameters
	9.3.3Configuring Controller Connection to Platform Para

	9.4Configuring Parameters on the Armatura One
	9.4.1Modifying Spada-MQTT to Add Device Mode
	9.4.2Checking Controller Authorization
	9.4.3Add Building, Floor, Elevator Groups and Elevator
	9.4.4Add Elevator Controller
	9.4.5Configuring Reader Parameters
	9.4.6Add I/O Boards
	9.4.7Modifying Auxiliary Output Points for Floor Assign
	9.4.8Add Time Zones and Elevator Levels
	9.4.9Adding Personnel and Setting up Elevator Control

	9.5Verify Elevator Control

	10. P2P Function
	10.1Functional Definition
	10.2Application Scenario
	10.3Parameter Configuration
	10.3.1Setting the Background Verification Parameters
	10.3.2Creating the Global Anti-Passback Rules
	10.3.3Creating the Global Interlock Group
	10.3.4Creating the Global Interlock Rules


	11. FAQ
	12. Appendix
	12.1Appendix 1 Elevator Control and Elevator Button Wi
	12.1.1Method 1 Common Anode Button Connection
	12.1.2Method 2 Common Cathode Button Connection

	12.2Appendix 2 Privacy Policy
	12.3Appendix 3 Eco-friendly Operation
	12.4Appendix 4 Attachment
	12.5Appendix 5 Risk Level - Grade 4


